Maildistiller Vs. Spam and Viruses

Spam is not just someone trying to sell their wares, a considerable number of these
emails include some form of malware, be it a virus, spyware, rootkits or phishing.
Although it is imagined that well educated business users would never dream of
opening or responding to one of these messages, unfortunately it does happen
regularly and with the increased sophistication of these emails the number of victims

taken in is unsurprisingly increasing rapidly.

Maildistiller has designed a unique solution combining up to 8
parallel processing virus engines to filter email from threats or
unwanted content, constantly updated with new information and
operating at the highest possible levels of accuracy, performance
and effectiveness. Maildistiller offers a combination of world-class
technology, round the clock support and cost effectiveness and
security.

So how is my email protected?

Multiple virus engines scan each email that is processed. Using
more than one engine ensures that all known viruses are captured.
Your mail is scanned with a unique spam solution that checks the
characteristics of the message. This solution carries the highest
detection rate (98%) while minimising false positive messages.

We can detect spam when sent as images, embedded links
or text and as we use a bulk mail method of detecting
spam, we're not constrained by the limitations of Bayesian
or Lexical Analysis that spammers are now routinely ex-
ploiting.

Spam free messages are then scanned by up to 8 independent
virus engines ensuring that only virus and spam free mail is re-
ceived.

Heuristic scanning also scans each email to look for unknown vi-
ruses. Heuristics looks for viruses within an email that are
currently unknown. This process guarantees 100% protec-
tion against viruses.

Why Maildistiller?

By filtering your mail at the internet level before it reaches your
network, your company can save considerable amounts on
administrative tasks, bandwidth, end-user filtering and even disk
space on your servers. Implementing Maildistiller offers you the
reassurance of knowing you taken all the precautions required to
protect your company and employees in their online activity.
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So when the Media reports yet another global virus outbreak,
you can be confident that Maildistiller has your organisation
already protected.

What Makes Maildistiller so effective?
e Proactive monitoring, centrally updated every second,
free from client involvement

e Language independent
o Lowest tolerance for false positives in the industry

e Multi Engine Virus protection in conjunction with the
best threat detection centres in the world

e Detects Spam in images — checks for more than just
text

o Quickly identifies and protects against fraudulent
email such as Spoofing or Phishing, blocking Spam Vi-
ruses and Worms from entering or leaving your organi-
sation

e Updating in real time to protect you from breaking
threats with a web administration console for you to
monitor performance

® No costly hardware or software deployed in your or-
ganisation

o Detecting and preventing Spam and Worms from en-
tering your organisation in as little as
90 seconds of actual creation somewhere in the world

o One size fits all — our solution is designed to accommo-

date organisations with as little as 5 mailboxes, to as
many as 5 million mailboxes
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