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Why a Managed Service? 
With Maildistiller, spam and viruses are stopped before they ever reach your network. You have your 

very own emergency inbox which is always on and always available regardless of network failures, and 

on top of that the content filtering engine Pure, offers a powerful and customisable rules engine  

facilitating both content and event based email management along with sensitive levels of control  

regarding inbound and outbound email. 

The internet is a dangerous place.  

Some studies put spam now hitting record levels of 95% of all email traffic. Whilst this is mostly  

harmless advertising it still clogs up your network, costs you money on email storage, slows customer  

access to you and takes up your staff‟s time clearing the unwanted email. Additionally, Viruses can bring a 

company to its knees and frequent organisation failures can be due to terms you‟ll hear such as Denial of 

Service, Phishing and Spoofing. 

 

Maildistiller provides a managed service 

to eradicate viruses and abolish Spam. 

There are alternatives on the market but 

they have clear limitations: 

 

Software based services require you to install 

code on your infrastructure. This can be useful 

but unfortunately it is only updated with new 

virus definitions periodically which is naturally 

problematic.  

They don‟t protect your bandwidth nor do they 

solve the storage cost let alone provide ade-

quate protection. 

Software based services are also limited to 

certain platforms so you may need to  

purchase additional equipment to obtain  

usability.  

 

Other solutions require you to install a  

hardware appliance onto your system. 

Appliances are costly, and time consuming 

to install and maintain. They too do little to 

protect your bandwidth and offer low levels of  

protection in comparison to the Maildistiller 

product. More worryingly, the hardware appli-

ance represents the single point of failure – if 

the box breaks you have no protection until 

it‟s repaired. 

 

Maildistiller is a managed service. 

 

A single phone call and we can have your  

organisation protected within minutes.  

What the service does is to prevent viruses, 

spam and denial of service attacks etc before 

they get anywhere near your network.  

Messages are cleaned by our data centres into 

pure filtered email, scrubbed of spam or viruses 

so your network only need handle a  

manageable level of safe traffic in a securely 

„walled garden‟ environment.  

Additionally we can make sure email leaving 

your organisation is also cleansed of any inap-

propriate content, add legal riders and provide 

storage solutions for legal compliance. 

 

Virus updates are practically instantaneous 

from our multi engine system so we are con-

stantly upgrading filters to ensure you have the 

highest levels of protection. 

The Maildistiller service also offers a solution 

for accessing email at all times even if your 

system fails or for any reason your own email 

system should go offline (An Emergency 

Inbox). 

 

Meet Malt, Maildistiller‟s resident 
security guru. He‟ll keep you  on the 
right path to a clean bill of security 
health! So keep reading! 



How does Maildistiller www.maildistiller.com 

.How does Maildistiller work? 
Maildistiller stops spam and viruses 

before they ever reach your network. 

Maildistiller works by passing your email through a complex parallel farm of analysing Components 

hosted across multiple systems. If a Virus is detected the email is deleted and the originator is 

informed of the potential threat they have attempted to cause your organisation. If Spam is detected 

the email is quarantined for 30 days before deletion, or until release by an administrator in your 

organisation. 

The Best Defence is a Good Offence 

Maildistiller offers a truly global solution to 

the pressing problem of Virus, Spam, Fraud 

and other unwanted email-borne threats. 

The Maildistiller suite shields your 

organisation from the malice of dangerous 

and unwanted email. 

 

Maildistiller has designed a unique solution, 

combining up to 8 parallel processing virus 

engines to filter email from threats or 

unwanted content, constantly updated with 

new information and operating at the 

highest possible levels of accuracy, 

performance and effectiveness. By filtering 

mail at the internet level before it reaches 

your network, your company can save 

considerable amounts on 

administrative tasks, bandwidth, end-

user filtering and even disk space on 

your servers. 

 

We will scan your mail for spam with a 

unique solution that checks the 

characteristics of the message. This 

solution carries the highest detection 

rate (98%) while minimising false 

positives to 1 in 1.5 million messages. 

We can detect Spam when sent as images, 

embedded links and text. Additionally, as we 

use a bulk mail method of detecting Spam, 

we‟re not constrained by the limitations of 

Bayesian or Lexical Analysis that Spammers are 

now routinely exploiting.  

Spam free messages are then scanned by 

independent Virus engines ensuring that only 

Virus-free mail is received. 

 

Precise content filtering with Pure 

We have recently added a major feature 

upgrade to the Filters component of 

Maildistiller, so that it can now support many 

more filter types.  

Pure is a sophisticated content filtering 

service which allows users to filter their email 

based on a series of select variables, including; 

-If sender address „matches‟ 

-If recipient address „matches‟ 

-Client IP address, 

-Client IP country, 

-If email size(kB) is „greater than‟ 

-If email subject contains „any of‟ or „all of‟ 

-If body text contains „any of‟ or „all of‟ 

-Similar content filters can also be put in 

place with regard to the email‟s 

„header+body‟, or any attachments included 

with the email. 

What Makes Maildistiller Different 

from  your desktop or  gateway 

virus product? 

 

Maildistiller offers email and web security 

as a managed service, as opposed to 

older software alternatives which require 

expensive resources in your organisation 

to deploy and maintain. Generally, a 

gateway software product contains only 

one Virus scanning engine but 

Maildistiller employs up to 8, maximising 

security and increasing the opportunity to 

effectively catch threats and eliminate 

them before they can reach your 

company‟s inbox.  

 
No matter how good your gateway 
product professes to be, it will 
require constant experienced 
administration to deal with the ever 
changing Global Spam and Virus 
epidemic.  
 
Switching to Maildistiller offloads this 
responsibility to us, enabling you to focus 
on the important job of running your 
business.   



.Why you need Maildistiller! 

Addresses employer’s duty of care for profanity/pornographic content 

Maildistiller filters out SPAM based pornographic content, supporting your legal requirement to take reasonable precautions to avoid such 

emails entering company inboxes.  Additionally, Maildistiller removes all viruses that threaten the safety and functionality of your systems, 

ensuring only pure, clean email is delivered. 

Faster internet connections 

Maildistiller helps you maximise the efficiency of your existing infrastructural investment! Maildistiller releases bandwidth by removing up to 70% of the 

junk that enters your network. As a result of reducing this junk, you immediately benefit from a faster internet connection, increased efficiency and storage 

capability on your server, and the requirement for email based server maintenance is significantly reduced. 

Zero email downtime for your number one communications medium 

In the event that your internet connectivity fails or your mail server goes off-line, Maildistiller will queue your mail until you come back online. It ensures no 

loss of business critical email and allows for business continuity. With our proactive management solution, Maildistiller will even notify you in the event of 

your service going offline. 

Prevention of distributed denial of service attacks (DDoS) 

A distributed denial of service attacks (or DDoS) is aimed at crashing your server. A DDoS works by sending large volumes of spam to your server. The 

resulting effect is that the service is denied and the server fails or crashes. Maildistiller will stop this occurring by preventing large volumes of spam mail 

reaching your corporate network, ensuring you are available for business at all time. 

A maintenance free service via internet based servers 

Maildistiller operates externally to your organisation, with no additional hardware or software required. 

This eliminates the risk of any software conflicts occurring. Our service is managed automatically 24 hours a day, 7 days a week to ensure that your  

company is always protected and it is significantly faster than any in-house solution. The result is superior, hassle-free protection with no requirement for 

any intervention on your part. 

Virus free mail 

Maildistiller offers protection against the threats posed by email based viruses. These threats are removed before they ever reach your network so they  

haven’t the opportunity to cause any damage to your computer systems or the stored data. This protection is backed by a 100% guarantee, giving you com-

plete peace of mind that you are fully protected. 

Taking away the time wasting grief that is spam 

Currently 70%+ of all email is spam. This translates to significant financial losses for businesses annually due to the huge reduction in employee  

productivity, caused by the amount of time they spend sifting through spam email daily. It’s not only laborious and demoralising for staff, but material of an 

offensive nature can additionally cause embarrassment and be uncomfortable for employees.  

Why you need Maildistiller www.maildistiller.com 

And many many more! Get in touch today to find out how the Maildistiller service can help your organisation 

become better protected and more efficient! 



 

Features and Benefits 
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Features and Benefits 

Simple reasons to make the move to  
Maildistiller‟s managed service. 

Pure filtered email 

Avoid the danger associated with spam,  

viruses and unsolicited porn. Not only for  

inbound mail but we can also filter outbound 

email, ensuring that your organisation is fully 

protected. 

 

Reduce costs and empower  

Employees 

Maildistiller stops you from paying to store and 

download spam on expensive server space, 

over costly network bandwidth, lowering email 

volume by up to 95%. Employees receive only 

valuable email, making their time much more  

productive.  

Keep your network free for customer and 

corporate use. 

 

Charged per user NOT PER ADDRESS 

Many providers may portray that they are 

offering a cheaper service by advertising their 

costs per address. However, as you are aware 

it is very common within organisations for 

users to have up to 5 addresses linked to 

them, all of which require filtering and all of 

which are charged separately by many  

providers, making the monthly bill suddenly 

seem much less attractive.  

At Maildistiller we will filter all the 5 email 

addresses belonging to the registered user for 

no extra cost.  

With us there’s no hidden costs or nasty 

surprises, it’s simply 1user= 5addresses! 

Fewest false positives  

(1 in 1.5 million)  

Stopping spam‟s one thing, but less sophisti-

cated spam filters are additionally renowned for 

blocking legitimate mail. Maildistiller puts an 

end to legitimate and valuable email being 

locked in a manual verification server for hours, 

even days, waiting for release. 

 

Email continuity back-up and 

24/7 monitoring and support 

If your own network goes down, we will queue 

your email and provide web access to it from 

any internet connection (Emergency Inbox). 

From here you can continue to read, forward, 

reply, and open attachments involved with your 

email minimising any disruption to your day. 

Maildistiller also offers a 24 x 7 helpdesk with 

highly experienced engineers available to 

support partners and address any issues which 

may arise. 

 

Image scanning technology prevents 

dynamic, static and video images 

Image based spam and illicit images are 

uniquely halted both inbound and outbound. 

 

Individual user control 

Each user can uniquely adjust their own  

system to allow what they consider to be  

valuable email through. What one person con-

siders spam can be very different to the next.  

Maildistiller treats you as a person – not as just  

another email address. 

Multi-stage filtration offering 

98%+ detection rates 

An award winning system which massively 

reduces the volume of spam that reaches your 

organisation‟s inbox. 

 

Managed service and ISO 17799 multi-

layered framework 

Our Data Centres in the UK and Ireland handle 

all the updating and maintenance required 

with the service, saving you any hassle. Addi-

tionally as a managed service there is no ex-

pensive and troublesome hardware or software 

to install and maintain in your environment. 

 

Pure Content Engine 

Maildistiller Pure Content Control Engine offers 

a powerful, customisable rules engine, which 

facilitates both content and event-based email 

management whilst providing highly sensitive 

levels of control regarding inbound and out-

bound email traffic.  

Our Pure Content Control Engine harnesses a 

range of proprietary technologies which  

determine whether or not each individual email 

may be allowed into or out of your organisa-

tion. Completely configurable to your needs, it 

also enables you to establish and enforce an 

appropriate acceptable use policy that will help 

ensure your employees‟ use of email is consis-

tent with the efficient and successful operation 

of your business.  



 

Outbound Filtering 
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Outbound Filtering 

Outbound filtering allows email to be sent out from your organisation via the Maildistiller plat-

form ensuring additional outbound spam and virus protection for the sender along with message 

traceability and disclaimers which protect companies from any legal ramifications that may oth-

erwise occur. 

The business importance of outbound filtering. 

Whilst is it can be catastrophic a company to be the recipient of a virus or malicious content it is many times worse to be 

the sender of such content.   

Worse still is if the recipient of the infected email is a customer of yours and you are responsible for negatively impact on 

their network.  

Not only will this undoubtedly ruin your relationship with that client but additionally your overall reputation as a trustworthy 

and secure organisation.  

Who wants to do business with someone who might just collapse their entire network by sending through a 

dodgy email? 

 

Outbound Spam and Virus protection. 

With the increasing layers of protection being deployed by ISP‟s and corporations to combat unwanted content, legitimate 

email is getting caught up in various inferior content detection programs. 

Maildistiller now offers you the ability to route your outbound email through our platform where it will be tested against 

industry class spam thresholds.  

This offers you a deeper understanding of what messages you are sending and what messages are potentially not getting 

to their intended recipients. 

In addition to this you can be assured that you are not in the embarrassing position of being accused of sending corporate 

SPAM. 

 

Message traceability 

It‟s even easier to track your outbound mail with Maildistiller. Simply access the Maildistiller console and view the outbound 

tab in the interface to review the status of your message delivery. You can view whether your message has been delivered, 

bounced, delayed or rejected and it even includes any reason for the outcome. 

 

Disclaimers 

Maildistiller has made it even more convenient for outbound customers to append an outbound disclaimer to all emails 

coming from an organisation. We also offer the ability to have multiple outbound disclaimers depending on your depart-

ment or your position within the company. You can even add different tags to Sales / Support / Management by utilising 

the group functions within Maildistiller. 

IT GETS BETTER!  

At Maildistiller we are proud to offer our partners all the benefits of outbound message filtering as a completely free ser-

vice when you avail of our standard inbound filtering service.  

Meaning that regardless of how much you charge your customers for the outbound service, its 100% profit to you! 
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Emergency Inbox. 

Automatic access to email if your server fails 

or unexpected downtime hits, keeping your 

business fully operational. 

What happens when you cannot get your email?  

When some part of your network fails such as a server or your broadband connection, the first and per-

haps most significant impact to any business is normally your email. A few minutes without email may 

be manageable but what about a few hours or a few days?  

With Maildistiller you can obtain full access to your emails from the moment of  a server failure with the 

ability to read, forward, reply, compose new and open attachments... What downtime? 

With Maildistiller you can have your very 

own Emergency Inbox for these exact  

circumstances.  

Maildistiller guarantees that if a message 

cannot be delivered due to network issues, 

you can access it instantly and securely via 

any web connection.  

Access your queuing email via a web 

mail client with the ability to read,  

forward, reply, open attachments and 

as a result keep your business running. 

 

Whilst other Email Continuity systems only 

activate when an action is taken after a  

disaster, Maildistiller’s Emergency Inbox 

is always on and always available, kick-

ing in from the very moment a problem hits 

so you won‟t miss a single email. The func-

tionality of our emergency is designed to be  

automatically compliant to the users needs.  

When email is unable to reach its  

destination server, Maildistiller‟s Emergency 

Inbox makes the email instantly available 

via a webmail client. No fuss, or no urgent 

calls required. 

The service enables inbound and outbound 

email to be available from secure data  

centres to end users. The webmail client 

allows users to send and receive email from 

any browser from any internet  

connection worldwide, ensuring that 

important communication is not lost during 

an email server outage situation. 

 

With access to off-site webmail, end users 

may also use this to respond to the email 

as they would normally, allowing business 

to continue unheeded via email. 

 

With no additional hardware, 

no software and no change to email 

address required, it’s business as 

usual with Maildistiller. 

With Maildistiller you can be sure to 
always receive your email... Panic 
averted!  
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Image Analyzer 

Protecting your Company‟s reputation. 

What is the issue with illicit images? 

It is reported that 2.5 billion emails per day contain pornographic content. That‟s 8% of all emails 

that are sent. In the United States 70% of employees admit to viewing or sending adult-oriented 

personal e-mail at work. 

The majority of emails containing pornographic images are sent from legitimate email accounts 

and are not sent by spammers.  

 

Why is this important? 

Image based messages are typically 

ten times larger than ‘traditional’ spam 

messages and are on average 30kb in size.  

If a company is receiving thousands of these 

on a daily basis, there is considerable 

detrimental effect on internet bandwidth and 

server storage space. In the event of a 

disaster recovery scenario and having to 

restore a mail server, every piece of spam 

that is backed up on tape takes time to 

restore and impedes the company from 

getting online again quickly. 

 

Additionally 

What one person sees as a joke someone 

else may see as offensive. In the United 

States 27% of Fortune 500 companies have 

battled sexual harassment claims stemming 

from employee misuse and abuse of 

corporate email and Internet systems. 

 

As an employer you have a duty of care 

to protect your staff from offensive 

images. If you don’t, you could find  

yourself in court fighting a sexual  

harassment or hostile working  

environment claim. 

  

What does Image Analyzer do? 

Image Analyzer is a real time pornographic 

image analysis and management engine. It 

is a sophisticated management tool but  

it is not censorship. 

 

The system uses 11 different detection 

methods to determine if an image is 

pornographic or inappropriate. When it does 

detect a threatening image, the email is 

placed in quarantine and the intended 

recipient is automatically notified via email.  

At that stage the user can request for the 

email to be released if they deem the 

sender/content safe. Only the administrator 

can decide to release or delete an email 

which contains an image that has been 

blocked.   

 

Image Analyzer is an additional  

product within the Maildistiller service. 

It can be purchased as a bolt-on to 

your email filtering solution and it is 

fully integrated into your Maildistiller 

control panel. 

Protecting your company starts with 
protecting your inbox! 
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Pure 

Sophisticated Content Filtering 
 

-Have you predicted the financial impact of a possible litigation that arises from uncontrolled electronic 

messaging content? 

-What would be the impact to your corporate reputation if confidential client information was leaked to 

the press? 

-What would be the impact on your brand of a high-profile court case resulting from inappropriate 

electronic message   content? 

 

Don‟t underestimate the importance of filtering your organisation‟s email communications. Spam and viruses have reached such a level 

of sophistication that they can easily bypass standard filtering systems leaving your company‟s inboxes and private information 

extremely vulnerable. 

Email is vital for facilitating fast, 

effective corporate communications, but 

it is essential, too, that businesses manage the 

content of all messages entering and leaving 

their networks. Failure to do so can result in 

confidential information, offensive jokes, 

inappropriate language and unwanted 

attachment‟s flowing into and out of your 

organisation via your email network, without 

your knowledge.  

 

The Maildistiller Pure Content Control Engine, 

enables you to address the whole issue of 

confidential, malicious or inappropriate email 

content being sent or received by your 

organization. Easy to set up and maintain, 

this cost-effective, managed service 

proactively identifies and controls email 

content, thus mitigating your risk as far 

as possible. 

 

Our Pure Content Control Engine harnesses a 

range of proprietary technologies which 

determine whether or not each individual 

email may be allowed into or out of your 

organisation. Completely configurable to 

your needs, it also enables you to establish 

and enforce an appropriate acceptable use 

policy that will help ensure your 

employees‟ use of email is consistent with 

the efficient and successful operation of 

your business.  

 

Maildistiller Pure Content Control 

Engine offers a powerful, 

customisable rules engine, which 

facilitates both content and event-

based email management whilst 

providing highly sensitive levels of 

control regarding inbound and 

outbound email traffic.  

 

The service allows users to control where 

messages are sent to and how they should 

be filtered depending on specified criteria. 

 

Pure is a sophisticated content 

filtering service which allows users to 

filter their email based on a series of select 

variables.  

Rules can be set to cater for a number of 

different situations offering a wealth of 

functionality: 

 

-Filter emails based on size 

-Filter emails based on content in subject,   

body or header 

-Filter emails based on sender or recipient 

-Filter emails based on attachment type 

-Filter emails based on country of origin or 

destination 

-Actions to allow, block, override spam filter 

or delete 

-User, Group or Entire Organisation based 

rules 

-Inbound or outbound  

-Edit and order rules 

-Total visibility and control of filters 

-Full logging of all messages in real-time 

-Rapid search and audit 
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Instant Replay 

With Instant Replay subscribing users can  
replay successfully delivered emails that were 
accidentally deleted or removed from servers 

We’ve all experienced it, that sick feeling when you accidentally delete an important email, or delete 

an email that didn’t seem important at the time and then a situation arises  whereby what was said 

becomes essential information, if only you could get it back! Well with instant replay you can!  With 

Maildistiller any email sent out or received via Maildistiller can be replayed if and when  

required. Another benefit of instant replay is being able to avoid the age-old excuse of ‘I never re-

ceived that email’. You’ve sent an email that’s been ‘delivered’ but the recipient claims never to 

have received it, sound familiar? 

With instant replay you are able to  

resend the original email straight away, 

without having to spend hours searching 

through possibly hundreds of sent items look-

ing for the content or worse still, having to 

compose the entire message all over again. 

 

Several instances that highlight the use-

fulness of this feature are 

1) You‟ve previously sent an email and want 

to resend it to a different contact but you‟ve 

lost the original! With instant replay you are 

able to send a carbon copy of the original 

email, different to simply forwarding a sent 

version. 

2) You‟ve sent an email that you know has 

been delivered but the recipient is adamant 

they‟ve never seen it, or they‟ve thrashed it 

by mistake so you‟re going to have to com-

pose it all over again… what exactly did you 

write again? Think of the time you‟d save if 

you could magic up an exact replica of the 

original, well that‟s exactly what instant 

replay can do. 

3) You‟ve scanned through your inbox delet-

ing what you assume are unimportant 

emails or you‟ve just hit „delete all‟ to clear 

out some space in your inbox… then you 

remember that email that you needed to 

keep.                                                     

4) You‟ve deleted that email because it was-

n‟t important… then a situation arises and 

the content in that email is the proof that 

you needed to resolve the conflict… if only 

you could get the email back! Again Instant 

replay makes this possible. 

With instant replay you can 

save yourself considerable 

time and heartache trying to 

remember what ‘that’ email 

said. You have the  

reassurance of knowing that  

Maildistiller’s got a back-up, 

Phew! 

 

The problem with advocating the 

use of Instant Replay is that most 

people don‟t really understand its 

value until it‟s too late, and they‟ve 

found themselves in a position 

whereby they desperately need to 

retrieve an email but there‟s no 

way of doing so! Don‟t let yourself 

fall into this predicament! 
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Maildistiller Vs. Spam and Viruses 

Spam is not just someone trying to sell their wares, a considerable number of these 

emails include some form of malware, be it a virus, spyware, rootkits or phishing.  

Although it is imagined that well educated business users would never dream of 

opening or responding to one of these messages, unfortunately it does happen  

regularly and with the increased sophistication of these emails the number of victims 

taken in is unsurprisingly increasing rapidly.  

Maildistiller has designed a unique solution combining up to 8 

parallel processing virus engines to filter email from threats or 

unwanted content, constantly updated with new information and 

operating at the highest possible levels of accuracy, performance 

and effectiveness. Maildistiller offers a combination of world-class 

technology, round the clock support and cost effectiveness and 

security. 

 

So how is my email protected? 

Multiple virus engines scan each email that is processed. Using 

more than one engine ensures that all known viruses are captured.  

Your mail is scanned with a unique spam solution that checks the 

characteristics of the message. This solution carries the highest 

detection rate (98%) while minimising false positive messages.  

 

We can detect spam when sent as images, embedded links 

or text and as we use a bulk mail method of detecting 

spam, we’re not constrained by the limitations of Bayesian 

or Lexical Analysis that spammers are now routinely ex-

ploiting. 

Spam free messages are then scanned by up to 8 independent 

virus engines ensuring that only virus and spam free mail is re-

ceived. 

Heuristic scanning also scans each email to look for unknown vi-

ruses. Heuristics looks for viruses within an email that are 

currently unknown. This process guarantees 100% protec-

tion against viruses. 

 

Why Maildistiller? 

By filtering your mail at the internet level before it reaches your 

network, your company can save considerable amounts on  

administrative tasks, bandwidth, end-user filtering and even disk 

space on your servers. Implementing Maildistiller offers you the 

reassurance of knowing you taken all the precautions required to 

protect your company and employees in their online activity.  

 

So when the Media reports yet another global virus outbreak, 

you can be confident that Maildistiller has your organisation 

already protected. 

 

What Makes Maildistiller so effective? 

• Proactive monitoring, centrally updated every second, 

free from client involvement 

 

• Language independent  

 

• Lowest tolerance for false positives in the industry 

 

• Multi Engine Virus protection in conjunction with the 

best threat detection centres in the world 

• Detects Spam in images – checks for more than just 

text 

 

• Quickly identifies and protects against fraudulent 

email such as Spoofing or Phishing, blocking Spam Vi-

ruses and Worms from entering or leaving your organi-

sation 

 

• Updating in real time to protect you from breaking 

threats with a web administration console for you to 

monitor performance 

 

• No costly hardware or software deployed in your or-

ganisation 

 

• Detecting and preventing Spam and Worms from en-

tering your organisation in as little as 

90 seconds of actual creation somewhere in the world 

 

• One size fits all – our solution is designed to accommo-

date organisations with as little as 5 mailboxes, to as 

many as 5 million mailboxes 



 

  Once in business...donõt take the risk 
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Once in business... Don’t take the risk 
Allowing unwanted email to reach your organisation goes beyond the issue of hindering  

productivity. There are now laws on both sides of the Atlantic to expose employers to 

charges of liability and harassment. These charges can be brought even if the  

harassment comes from a faceless, unknown global Spammer. 

Being unaware of having to shield 

your employees is no excuse in the 

eyes of the law.  

Taking these issues lightly with a low-

end solution for Viruses, Spam, Sexually 

Explicit Material and Unwelcome Content 

will not protect employers from litiga-

tion. The Maildistiller service is designed 

to protect against all these threats,  

accommodating multiple languages at 

no extra cost. 

 

Company specific 

The service can be also be customized 

to allow email that may at first appear 

undesirable due to particular content or 

homographic words, to be quarantined 

for your consideration rather than  

deleted immediately. It is possible that 

these emails may contain legitimate 

words or phrases which are relevant to 

your organisation, but not to another. 

These problems occur frequently in the 

medical and legal industries, leading to 

the blocking of legitimate email (false 

positives). Maildistiller has the abil-

ity to robustly stop spam, yet be 

flexible enough to allow your or-

ganisation to communicate how it 

needs to. Fewer than 1 in 1.5 mil-

lion emails are categorised wrongly 

with Maildistillers's intuitive  

service.   

Additionally our latest addition to our 

product portfolio, „Pure‟ , is a sophisti-

cated content filtering service,  

meaning such occurrences can be virtu-

ally eradicated. 

 

Email essential businesses 

Maildistiller realise that email communi-

cations and web access are all essential 

tools for businesses; for networking with 

customers, suppliers and colleagues.  

However, in today‟s environment, threats 

are continually changing and merging, 

meaning that separate protection solu-

tions aren‟t enough to guarantee you the 

peace of mind that the online activities of 

your business and employees are se-

curely protected. 

 

Elevate the pressure and concen-

trate on your business 

In the business sphere where it‟s vital to 

focus attention on core activity, the web 

and email should be valuable, progres-

sive tools for businesses. Poorly pro-

tected however, they can become costly, 

timely, and dangerous, as well as drain-

ing resources and hampering employee‟s 

productivity  

How? Well research suggests that 

unwanted email currently accounts 

for between 65 and 90 per cent of 

traffic each day.  

For businesses, this volume of un-

wanted spam is undoubtedly a drain 

on valuable time, effort and resources, 

ultimately distracting from the  

business‟ prime focus. 

 

Maildistiller removes the headache that 

spam, viruses and malware can cause, 

allowing businesses to get on with 

making money. On top of that, with 

Maildistiller there’s no costly hard-

ware or software for clients to 

install and maintain.  

Threats are eliminated before they 

reach the inboxes of end-users, so that 

Maildistiller only delivers „clean‟,  

legitimate email to the client network. 

 

Size doesn’t matter! 

Maildistiller acknowledges that  

businesses come in a variety of shapes 

and sizes, each deserving of the best 

in email and web management. We 

offer security solutions that directly fit 

the needs of your business, so 

whether you‟re a huge enterprise  

company, an ISP, a Government  

organisation or a SMB, find out  

exactly how we can help protect your 

business and increase its productivity. 

 

 



 

 

Big and SMALL 
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Big and SMALL 

Maildistiller‟s got all your business needs  

covered, regardless of your company‟s side 

Excellent value and freedom to make 

a profit! 

Maildistiller's email and web filtering pro-

vides enterprise class security for small/

medium businesses.  

We can provide the protection that’s 

right for your business, at a price 

based on the number of people we 

protect in your organization, not on 

the amount of software and servers 

you need to buy, install, configure 

and maintain. This way, you know that 

security comes at an excellent value, 

without the need to commit high levels of 

capital expenditure to making sure your 

business is  

protected.   

 

Additionally this means your resources 

aren‟t tied up in dealing with multiple 

systems or in ensuring protection is up to 

date, you can focus on growing your busi-

ness. With Maildistiller you remain in total 

control but we‟re in the background sort-

ing any security issues allowing you to 

focus on what makes your business profit-

able rather than the problems associated 

with spam, viruses and malware. 

No need for additional IT costs! 

Given the constantly evolving state of 

the internet and the sophistication of the 

latest emails scams and viruses,  

businesses must have multiple 

 safeguards in place to ensure they are 

adequately protected. Previously this 

would have demanded acquiring a range 

of hardware and software. This is fine 

for larger companies that can afford a 

raft of IT specialists to handle the  

numerous issues aligned to operating 

systems, software versions and integra-

tion but Maildistiller understands that 

the vast majority of SME‟s simply don‟t 

have the resources  

 

Don’t ignore the risks! 

Remember, email is a quick an effective 

means of communication and is as le-

gally binding as any other official docu-

ment but as a business you can‟t ignore 

the risks! Spam, viruses, malware, 

identity theft and phishing scams 

are all very real and very common, 

threatening business continuity 

regulatory compliance, reputation 

and the overall business name and 

brand. 

Are you compromising your  

business? 

Emails carry threats that damage  

efficiency, productivity, reputation and 

brand value. These threats are highly 

sophisticated and constantly evolve to 

target your organization. Effectively 

your entire network can be compro-

mised by just one infected message or 

„bad‟ web link. Maildistiller is the most 

cost-effective way of managing this 

risk and protecting business-critical 

information by eliminating the need to 

continually reinvest in infrastructure 

and in-house expertise. 

 

Emergency Inbox 

Maildistiller guarantees that if for any 

reason a message cannot be delivered, 

you can access it instantly and  

securely via any web connection.  

 

Access your queuing email via a 

web mail client with the ability to 

read, forward, reply, open attach-

ments and as a result keep your 

business running. 

 

If you‟re a SMB you can be secure in knowing that Maildistiller offers the same level of protection 

to our smaller customers as we do to large companies, governments and ISP‟s. 

Maildistiller is under continual development, to not only deal with the emergence of new email 

and web threats, but to evolve and provide even more features and benefits to enhance your 

businesses‟ security needs. 
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A Technical overview to the benefits 

Understanding how email reaches you 

 

Between trusted organisations most email is transmitted securely 

over encrypted VPN‟s but these are usually not the sources of mali-

cious email threats. All too often the offending emails are re-

ceived from external sources, in some cases masking their 

true origins as a known and trusted source to the unsus-

pecting recipient. 

The Maildistiller Service has been engineered by industry leading 

messaging experts to protect against threats from known senders as 

well as threats form unknown senders which emanate from outside 

your organisation and outside your VPN‟s and DMZ‟s. The service 

operates as a walled garden filtering out the unwanted external 

emails and allowing you to remain in control of your valid email and 

secure communications with other organisations and  

partners. The Maildistiller Service‟s unique configuration allows  

clients to enhance their firewall settings to only accept port 25 con-

nections (standard port for SMTP email) from our service. The  

result is that the organisations are protected against direct 

attacks and distributed denial of service. 

 

Local Presence 

 

Maildistiller is powered by a network of Server Silo‟s and Internet 

connections. Each server Silo is built on a secure and scalable infra-

structure with over 6 million global spam outbreak relays, Maildis-

tiller is capable of handling hundreds of millions of emails every day. 

The global reach of our relay‟s means Maildistiller can detect global 

threats as they emerge and process email locally - in the region of 

origin and/or destination within a Data Centre unique to each terri-

tory our customers are located in. 

 

Data centres  

 

Maildistiller operates distributed Data Centres in Europe and North 

America. This infrastructure is load balanced to provide enormous 

processing power and complete failover protection. A 24x7 Support 

Desk is also available. All Server Silos are subscribed to secure well-

established telecommunications providers such as Tiscali, Verizon 

and BT at major Internet exchange points such as Goliath. Our 

Server Silo‟s operate in a 100% Virtualised environments across 

state of the art VMware, embedded hardware and connected to 

enterprise SAN infrastructure. All equipped with, redundant  

connectivity into multiple backbones, dual power feeds with UPS and 

backup generators, fire detection and suppression, video surveil-

lance, manned by security guards 24x7 and strict access control 

limited to authorize personnel only. Additionally it‟s hosted alongside 

companies such as Verisign, Visa and One and One.  

Scalable  

The infrastructure is entirely scalable with sufficient capacity to process 

email with no discernable delay during major peak periods. Each Server 

Silo has the ability to load-balance both within the Silo itself and across 

other Server Silo‟s. Each Server Silo‟s has load balancers that distribute 

each email on arrival to the next available mail server. 

 

Resilient  

Our mail servers are clustered high performance servers. Each cluster has 

full redundancy within itself and all other hardware is duplicated providing 

maximum resilience. In the unlikely event that a Mail Cluster is unavail-

able, email will be processed by a Mail cluster in an alternative Silo or site. 

Should clients be unable to receive email for whatever reason, the Server 

Silo‟s will hold email until the client‟s email server is able to accept incom-

ing email, providing additional incident and disaster recovery benefits. 

During this period email will be made available to affected end users 

through a secure webmail client from any internet. Business connection is 

not interrupted. 

 

Accurate 

Maildistiller guarantees that email is accurately scanned according to the 

client‟s individual configuration - whatever the level of traffic. The Maildis-

tiller services decode and unpack emails preparing them to be scanned for 

damaging or unwanted content according to each individual client‟s con-

figuration and email policy. Once scanned, clean email is delivered and 

unwanted content handled according to the client‟s exact requirements.  

 

Monitored and managed  

Maildistiller clients receive the highest levels of client and technical sup-

port through the Maildistiller support network. Our Network Operations 

Centre (NOC) provides worldwide client assistance 24/7 across every 

region to ensure seamless support regardless of your location.  

Our technicians monitor the network and email passing through the sys-

tem, proactively seeking new information on emerging threats. This en-

sures the Maildistiller Service is continually and actively updated so your 

email is protected.  

 

Components  

Silos: A Silo is a rack of highly redundant clustered VMware servers. Each 

Silo can have up to 40 Maildistiller Engines (MDEs) depending on fluctua-

tions of email on the internet plus routers, Geo load balancers and other 

networking equipment.  

Regional clusters  

Each Silo consists of multiple Clusters (usually 2-6). Clusters are utilized 
to process email, based on customer‟s geographic preference. By default, 
UK-based companies are assigned to UK clusters and so forth in  

whichever Country they are in. If a client has multiple offices we can also 

cluster across territory 
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The Maildistiller Email Filtering process 

How it works 
Maildistiller managed services are backed by a Telco quality infrastructure, spanning redundant 

Internet connections and hardware across multiple Data Centres which proactively protect your  

organisation from global threats on a local level. 

 

External email by its very nature usually requires a message to be 

sent to or from your organisation. This can inevitably require the 

message to be relayed through several internet service providers 

before reaching its final destination, all of which are outside the 

control of the diligent security conscious organisation trying to pro-

tect its email servers and reputation.  

 

What happens my email in technical terms? 

 

Every time an external email is sent to a client of Maildistiller, the 

following process takes place:  

 

•The sender’s MTA performs a lookup on the client’s MX 

record, which will point to a Maildistiller MX host name 

 

•Maildistiller’s DNS Partner Verisign authoritative DNS 

servers are queried to determine the IP address of the host-

name. VeriSign offer 100% availability of this service. 

 

• If there are four different Clusters in a specific Silo, 

Verisign’s DNS server will return one of four distinct IP 

addresses, each of which has a time to live (TTL) of 900 

seconds  

 

• The sender’s MTA will initiate an SMTP connection directly 

to this IP address, and will continue to use this IP address 

until the 900 seconds expire. 

 

The sender‟s mail server, when trying to send email again to the 

same Maildistiller client (or any other Maildistiller client configured 

on the same Silo), will once again query the Verisign authoritative 

DNS servers to get another IP address for that silo. At any given 

moment, Verisign‟s authoritative DNS servers are responding to 

tens of thousands of requests for the IP addresses of our Silo‟s.  

 

Each time Verisign‟s authoritative DNS servers are queried for a 

Silo‟s IP address, the server will give out the IP address of one of the 

Clusters in the Silo.  

 

The next time that server gets a request for the same Silo, it will 

give out the next Cluster‟s IP address and continue to alternate until 

all four IP addresses in the cluster have been given out. The fifth 

request for the same cluster will cause the distributing load balancer 

server to loop back to the beginning, giving out the first IP address 

again. This is known as round-robin load balancing. The net effect is 

a random but equal distribution of the IP addresses of Clusters 

within a Silo.  

 

When email is sent to a Maildistiller MX, it is handed off by the local 

router to a local load balancer (LB) which is configured to perform 

both NAT (Network Address Translation) and PAT (Port Address 

Translation). 

 

 The LBs act as a bridge between the external network facing the 

Internet and the internal network on which our secured mail servers 

reside. The LBs are tasked with deciding which mail server should 

scan each piece of mail. They are configured to decide when and 

how many emails to send to each mail server in the Silo. One of the 

components of this configuration is a „Server Loading‟, which is a 

manually set value created when a new server is added to a tower.  

 

Each mail server has a specific Load based on its processor/memory/ 

disk utilisation specification. Most of the time, all servers are similarly 

loaded, as all servers in the Silo usually have the same hardware/

software configuration. There are some exceptions, however, where 

we might add a more or less powerful server to a Silo. We would 

therefore adjust the configuration on the LB to account for this 

newly added server‟s capacity.  
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Safer Web browsing 

Web filtering with WEBaware 
 

 

The internet has undeniably become an integral part 

of most organisations today. However , such  

widespread and regular usage does not mean that 

the webs got any safer, in fact the opposite is  

probably closer to the truth. 

 

Viruses and Malware lurk on seemingly innocent pages and 

users are presented with a host of „bad‟ links every time  

they go online. If your a business owner or in charge of an 

organisation of any size, it‟s critical that you keep all  

computer systems free from viruses and Malware to prevent 

expensive and unnecessary  IT costs as well as loss of  

valuable company and client data.  

 

Got employees? Your need for protection just multi-

plied by each additional member of staff with online 

access! 

 

Why? Well other than the obvious fact that more people 

browsing online without an appropriate anti-virus and  

anti-malware solution, results in a significantly increased 

chance of security issues arising. Additionally, if you have 

non-technical employees, un-savvy with regards to online 

security, innocent clicks on the wrong link can spell disaster.  

 

What‟s worse is, one persons innocent clicking can disrupt 

the rest of the company‟s usage and if business continuity is 

in anyway important to you, that‟s a risk that you just can‟t 

afford! Another reason why employees increase your online 

security risks is the amount of time that research suggests 

the average employee spends on social media sites during 

work hours. These sites have been known to host some 

nasty worms in recent times and an employee who sits 

logged in to their Facebook account for the duration of the 

day is significantly increasing the risks. 

 

 

Then there‟s the reduction in productivity and increase in 

costs that all this personal browsing and social networking 

causes your business. Our WEBaware solution has all these 

scenarios covered, so you can rest assured that whether 

it‟s viruses attacking work-related browsing or  employees  

taking advantage of the free internet access, WEBaware‟s 

got the solution to meet your needs.  

 
What WEBaware provides: 

 
Web security and Web filtering with comprehensive 
user management. 
 
Cloud based proxy server solution, meaning no hard-
ware, software or upgrade costs. 
 
Monitoring and protection of  mobile /remote users 
Web-filtering, including URL filtering, anti-virus and 
anti-malware scanning. 
 
Sophisticated tools to manage the issues of Web 2.0 
(social network sites, streaming sites, webmail and 
instant messenger) 
 
Data leak protectionς pre-defined and/or customised 
dictionaries scan files and attachments for data leaks 
 
Reporting on user history 
 
User-friendly intuitive interface 
 
The result? A solution which provides you the best security, 

has a lower initial investment and continues to save you 

money in the long run! 

 

 

Web filtering... Sorted. 
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WEBaware: A quick Introduction 

Protecting & increasing productivity beyond 
URL filtering 

What is the issue with URL filtering? 

It is reported that only 18% of the internet is categorised by 

URL filtering databases, leaving over 80% of the internet 

open to abuse by this form of internet filtering. URL filtering 

is used to deliver, allow or block decisions on web access. 

However, this does not protect your business against  

Malware or the tens of billions of uncategorised web  

addresses. 

 

Why is this important? 

Only protecting against web addresses means making simple 

and often unpopular decisions such as blocking popular sites 

such as Twitter, Facebook or YouTube. The problem is that 

these social network sites have become more and more 

integral to business‟s marketing and research strategies. As 

such they host and deliver relevant business content, as 

opposed to simply acting as a social platform. 

 

Improve productivity without aggravating your 

workforce 

Productivity can be improved with an enforceable internet 

usage policy, which is made clear to all employees. How-

ever, simply blocking websites deemed the most time-

wasting will only reduce staff morale and as a result  

productivity can plummet further. So to strike a balance 

whereby staff morale is high along with productivity, the 

easiest solution is to employ the control afforded to your 

business by WEBaware.  

 

This product allows you to manage how long, or what 

time of day, employees access such sites, as opposed 

to simply banning them completely.  

You can allocate each user a set quota of time per week in 

which they can browse social media sites, or allow access 

between certain times every day. Another option that the 

service offers is to set a limit on the number of posts that a 

user makes on these sites per day. 

 So if you don‟t want to remove all privileges from staff but at 

the same time don‟t want to be taken advantage off on your 

time, this is the solution for you! 

 

 In these difficult economic times, it is crucial that 

businesses ensure their survival and growth by  

increasing productivity and realising efficiencies  

business; appropriate web filtering facilitates these 

efforts . 

Our services are delivered at a fixed annual cost which allows 

confident IT budgeting. So whilst the latest web threat  or IT 

related disaster is impossible to predict, your costs needn‟t be. 

 

What does Maildistiller web-filtering do? 

Web Filtering is more than just making sure employees aren‟t 

wasting time. It involves making sure your organisation is not 

put at risk. Search engines are an essential tool in the work-

place, yet they can also be an Achilles‟ heel in corporate Web 

filtering policies.  

 

One in five result pages contained either malware or 

offensive content. If not managed correctly, Web use 

can cause productivity loss, bandwidth congestion 

and also represent risk vectors for information 

leakage and legal threats. 

 

Maildistiller Web-Filtering is a comprehensive and fully  

managed service that puts you in control of how your  

employees use the Internet. We provide you with easy-to-use 

tools to create, enforce, monitor and quota the right Web 

usage policy for your organisation. By layering granular, easy-

to-implement Web filtering policies onto multiple, industry 

leading and proprietary databases, Web Filtering is 100% 

safe, effective and educational in promoting 

responsible Web usage for employees. 



 

Is Facebook affecting productivity? 
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Is Facebook affecting your employees 

productivity? 

Outright banning of social media and personal  
browsing in the office can rapidly reduce morale but 
lucky for you we‟ve got a happy medium!  
 

 

Non-work related internet surfing results in up to a 40% loss in productivity each year for 

American businesses (Gartner) and figures released in 2010 report that UK employees‟  

social networking habits are costing the UK economy as much as £14bn a year in lost 

working hours (MyJobGroup).   

 

On top of the obvious productivity costs, social network sites also pose severe security threats to your busi-

ness. In recent times these sites have been known to contain several nasty worms and there has been a 

notable increase in the risk to personal data and potential viruses as popularity of social media sites contin-

ues to escalate. 

 

Social media platforms also present hackers with a catalogue of targets. They are able to pose as trusted 

friends or connections and then send you a private message recommending a site, video or link. Users 

wrongly assume that since they are your “friend” such links are perfectly safe and so they trustingly open or 

downloading whatever has been recommended. As a result users have fallen victim to loosing personal  

information, phishing scams and having their computer systems riddled with viruses, all of which are expen-

sive for the user. 

 
With Maildistiller’s WEBaware product you are able to protect your employees and perhaps more impor-

tantly, your entire business from viruses and scams that our costly, time wasting and hassle that you just 

don’t need! With the WEBaware product comes intelligent anti-virus, anti-malware protection, url filtering 

and on top of this you also have comprehensive user management. With the service you are fully equipped 

to deal with all the issues of Web 2.0, that is social networking sites, streaming sites, web mail and in-

stant messaging (all the common culprits of employee misuse). 


